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Abstract. Keccak is a new hash function selected by NIST as the next
SHA-3 standard. Keccak supports the generation of Message Authenti-
cation Codes (MACs) by hashing the direct concatenation of a variable-
length key and the input message. As a result, changing the key-length
directly changes the set of internal operations that need to be targeted
with Differential Power Analysis. The proper selection of these target op-
erations becomes a new challenge for MAC-Keccak, in particular when
some key bytes are hidden under a hierarchical dependency structure.
In this paper, we propose a complete Differential Power Analysis of
MAC-Keccak under any key-length using a systematic approach to iden-
tify the required target operations. The attack is validated by success-
fully breaking several, practically difficult, case studies of MAC-Keccak,
implemented with the reference software code on a 32-bit Microblaze
processor.

1 Introduction

The recent SHA-3 hashing competition, organized by the National Institute of
Standards and Technology (NIST), has recently concluded with Keccak as the
winner [6]. Keccak was particularly selected for being built with a new algorith-
mic construction, the Sponge construction [5], which is entirely different from
the previous hashing standards. This new construction opens new questions,
challenges and opportunities in Side-Channel Analysis (SCA).

The idea of the Sponge construction is to have an internal state that is big-
ger than the input and output block sizes. This feature prevents the input block
from directly affecting the entire state and protects the internal state from being
fully exposed at the output. This construction allowed Keccak to securely cre-
ate Message Authentication Codes (MACs) by hashing the direct concatenation
between the key and the message in a cryptographic mode called MAC-Keccak
[5]. Although previous MACs required that the key is hashed in a separate input
block, MAC-Keccak allowed the secret key and the message to share one input
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Fig. 1. The difference between the DPA of AES, HMAC, and MAC-Keccak

block. Furthermore, the designers allowed the use of a variable-length key, which
opens a new dimension in the analysis. In this paper, we will study how to mount
a Differential Power Analysis (DPA) on MAC-Keccak under any key-length.

Differential Power Analysis (DPA) is an implementation attack that aims at
recovering the secret key of a cryptographic module by monitoring the instan-
taneous power consumption [12]. With DPA, the attacker searches for the key
that maps the change in the power consumption from trace to trace, to the cor-
responding change in the input message. Only the correct secret key will make
this mapping meaningful. Typically, only one point in the power trace is enough
to mount an attack, the point where the key and the message get mixed in an
internal operation. We call this internal operation ‘the target operation’ and we
assume that the input message can be monitored.

The difference between the DPA of MAC-Keccak and that of the typical
cryptographic algorithms (e.g. AES and HMAC) is highlighted in Fig. 1. The
length of the secret key in typical cryptographic algorithms is fixed. Hence, the
algorithm can be analyzed easily to select the set of target operations. The AES
encryption algorithm, for example, uses a fixed length key of 128, 192 or 256 bits
and the target operation is the AddRoundKey [11]. Similarly, DPA on HMAC
aims at recovering the internal state after hashing the key (XORed with the ipad)
[4]. In this case, the size of the required unknown is also fixed and equals to the
size of the internal state, where the target operation is the input to the next
hashing cycle. On the contrary, the secret key in MAC-Keccak has a variable
length, and it shares the message in one input block. As a result, changing
the key-length (and consequently the message-length) within the input block,
changes the set of target operations that need to be monitored for a successful
DPA. Also, the target operations are located deep inside the algorithm itself
instead of being only at the input. For instance, the key-length can be selected
near the input block size to shrink the proportion of the input message. Here, a
single target operation will not be sufficient due to the difference in size between
the key and the known message. In such case, several consecutively dependent
operations will be targeted to reach the point in the algorithm where every
key-byte is affected by at least one message-byte. Hence, the DPA of MAC-
Keccak requires new methodologies, which were not needed in the analysis of
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other cryptographic algorithms. These new features of MAC-Keccak along with
the complexity of the Keccak algorithm itself formed the challenge addressed by
this paper.

Previous work on DPA, including those dedicated to MAC-Keccak, haven’t
studied DPA under a variable key-length. McEvoy et al. resolved the dependency
between target operations of HMAC with SHA-2, where the size of the secret
key was fixed to the size of the secret intermediate hash value [13]. Zohner et
al. presented an analysis step based on Correlation Power Analysis (CPA) to
identify the key-length in use [15,9] . They acknowledged the effect of changing
the key-length on DPA, but they did not study the problem in detail. Relying
on their method of identify the key-length, we will assume that the key-length of
MAC-Keccak is known upfront. Taha et al. studied the effect of changing the key-
length on the difficulty of DPA, but still with an ad-hoc selection of the target
operations [14]. The Keccak developers proposed a side-channel countermeasure
for MAC-Keccak based on secret sharing (masking) [10]. They presented results
for attacking both protected and unprotected implementations of MAC-Keccak
using simulated traces [7]. In their analysis, they studied the effect of changing
the state-size assuming that the key-length is fixed and equals to the input block
size (i.e. similar to previous MAC constructions). If the key-length changes, they
will have to apply high-order DPA following the same attack methodology of this
paper.

In this paper, we will show that the complete recovery of the secret key requires
mounting DPA against several consecutively dependent operations. We will use
a systematic approach to analyze MAC-Keccak under any key-length, to extract
the required target operations, in the proper order of dependency. We will present
complete case studies of MAC-Keccak under several practically difficult key-
lengths, with all the necessary details. Finally, the analysis will be validated by
successfully breaking these case studies implemented with the reference software
code on a 32-bit Microblaze processor [2].

The paper is organized as follows: Section 2 introduces the required back-
ground on the Sponge construction, the Keccak-function and MAC-Keccak. Sec-
tion 3 presents a detailed analysis of some examples of MAC-Keccak. This analy-
sis is intended to show the consecutive dependency of target operations, and the
systematic approach used to resolve that dependency under any key-length. The
complete case studies are presented in Section 4. Section 5 validates the analysis
by presenting the results of a practical attack mounted against the considered
cases. Section 6 presents the conclusion and future work.

2 Background

Keccak uses a new Sponge construction chaining mode with a fixed permutation
function called the Keccak-function [5]. The size of the internal state of the
Sponge is b = 25 ∗ 2l bits and l = [0 : 6] arranged in a 5 ∗ 5 ∗ 2l array. The size of
the input block is called the Rate r, which is strictly less than the state size. The
difference between the Rate and the state-size is called the Capacity c, which is
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Fig. 2. Terminology used in Keccak

the number of state bits that are not directly affected by the current input. The
Rate and Capacity are used as design parameters to trade security strength for
throughput. Their sum equals to the state-size (b = r + c). To match the NIST
output length requirements, Keccak designers proposed b = 1600 bits (l = 6),
and r = 1152, 1088, 832 and 576 bits for output length of 224, 256, 384 and 512
bits respectively [8].

The internal state of Keccak is arranged in a 3-D array as shown in Fig. 2.
Each state-bit is addressed with three coordinates, written as S(X,Y, Z). The
Keccak state also defines a plane, lane, sheet and column. These are defined as
follows: a plane P(y) contains all state-bits S(X,Y, Z) for which Y=y; a lane
L(x, y) contains all state-bits for which X=x and Y=y; a sheet S(x) contains
all state-bits for which X=x; a column C(x, z) contains all state-bits for which
X=x and Z=z. The state is filled with r new message bits starting from S(0, 0, 0)
and filling in the Z direction, followed by the X direction, followed by the Y
direction. The remaining part of the state (the Capacity) is kept unchanged; it
is filled with zeros in the first hashing operation. This filling sequence puts the
new input bits in the lower planes (from Y = 0) leaving the zero bits at the
upper planes.

The Keccak-function consists of 24 rounds of five sequential steps. The steps
are briefly discussed here. Further details can be found in the Keccak reference
[6]. The output of each round is:

Output = ι ◦ χ ◦ π ◦ ρ ◦ θ(Input) (1)

Throughout the following; operations on X and Y are done modulo 5, and
operations on Z are done modulo 64.

– θ is responsible for diffusion. It is a binary XOR operation with 11 inputs
and a single output, as shown in Fig. 3. Every bit of the output state is the
result of XOR between itself, and the bits of two neighbor columns:

S(X,Y, Z) = S(X,Y, Z)⊕ (⊕4
i=0S(X − 1, i, Z)

)⊕ (⊕4
i=0S(X + 1, i, Z − 1)

)

(2)
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Fig. 3. θ step, θ1 and θ2

The θ operation is done over two successive steps. The first step θ1 calculates
the parity of each column, which is called θplane:

θplane(X,Z) = ⊕4
i=0S(X, i, Z) (3)

In software implementations, θ1 is implemented in incremental steps starting
from Y = 0. We name each XOR operation by the first input, e.g. θ1(X,Y, Z)
is an XOR operation with inputs: S(X,Y, Z) and S(X,Y + 1, Z).
The second step θ2 computes the XOR between every bit of the state and
two parity bits of θplane.

S(X,Y, Z) = S(X,Y, Z)⊕ θplane(X − 1, Z)⊕ θplane(X + 1, Z − 1) (4)

We name these operations by the name of the output bit, e.g. θ2(X,Y, Z) is
an XOR operation with three inputs: the state-bit S(X,Y, Z), the parity bit
θplane(X − 1, Z) and the parity bit θplane(X + 1, Z − 1).

– ρ is a binary rotation over each lane of the state.
– π is a binary permutation over lanes of the state as shown in Fig. 4. Every

lane is replaced with another lane. In other words, π shuffles every row of
lanes to a corresponding column.

– χ is responsible for the non-linearity. It flips a state-bit if its two adjacent
bits along X are 0 and 1:

S(X,Y, Z) = S(X,Y, Z)⊕
(
S(X + 1, Y, Z) · S(X + 2, Y, Z)

)
(5)

We name the χ operation by its output bit, e.g. χ(X,Y, Z) takes three state-
bits: S(X,Y, Z), S(X + 1, Y, Z) and S(X + 2, Y, Z).

– ι is a binary XOR with a round constant.

It is clear that θ and χ are the only operations that can be targeted with
DPA, as they involve mixing between different bits of the state. However, ρ and
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Fig. 4. Lane indices before and after the π step

Fig. 5. DPA applied to some examples of MAC-Keccak

π operations cannot be ignored; they are needed to track the location of different
bits in the χ operation.

As mentioned earlier, Keccak recommends the direct MAC construction,
which is secured depending on the characteristics of the Sponge [5].

MAC(M,K) = H(K||M) (6)

This construction features an arbitrary-length key, which raised the new chal-
lenge addressed by this paper. The presented analysis can be applied directly to
other MAC constructions (e.g. HMAC) by setting the key-length to the Rate.

3 Analysis of MAC-Keccak Examples

This section is mandatory to understand how the key-length affects DPA. We
will present detailed analysis of some examples of MAC-Keccak and how the
consecutive dependency shows up. We will also show the DPA steps required to
resolve that dependency in different cases.

The studied examples of MAC-Keccak are shown in Fig. 5. We focus on one
column of the state and study the propagation through θ1, θ2 and χ. The effect
of ρ and π is neglected in the figure for clarity.

We define a ‘data-dependent variable’ as any intermediate variable that de-
pends on the input message, and ‘unknown variable’ as any intermediate variable



74 M. Taha and P. Schaumont

that depends only on the key. The unknown variable should be constant from
trace to trace. Also, we define ‘D’ as the set of all the known inputs and data-
dependent variables that can be calculated using the information known to the
adversary.

In the following analysis, we used a systematic approach to identify the re-
quired target operations, in the proper order of dependency. The approach de-
pends on increasing the number of known intermediate variables (the size of D)
by mounting DPA against the unknown variables in a sequential way. First, we
initialize the D set to include all the message bits, and the intermediate variables
that directly depend on them. Then, we select all the internal operations that
process one unknown variable with one element of D. We mount DPA against
these operations, to recover the required unknown variables. If there are still any
unknown variables, we use the just recovered unknowns to update the D set with
more intermediate variables and repeat the same steps of selecting and mounting
DPA attacks. We call the process of updating (or initializing) the D set, selecting
target operations and mounting DPA against them as a ‘DPA iteration’. These
DPA iterations continue until all the unknown variables are recovered. The for-
mal definition of the systematic approach, as an algorithm and a pseudo-code,
is included in the Appendix.

The first example assumes that there is one key-bit and four message-bits
in every column (see Fig. 5, left). The D set will be initialized with all the
input message-bits. In this case, we will select and mount DPA against the first
θ1 operation, which involves one unknown variable (the secret key), and one
element of D (the message-bits). The complete secret key should be recovered
after this DPA iteration.

The second example assumes that there are two key-bits in every column (see
Fig. 5, middle). Similarly, the D will be initialized with all the input message-
bits. However, the second θ1 operation will be selected in this case, as the first
operation has two unknown inputs. By mounting DPA against the selected oper-
ation, the involved unknown variable should be recovered, which is the output of
XORing the two key-bits. Unfortunately, this recovered unknown is not enough
to uncover the original secret key, nor it can be used to forge a MAC digest
because each key-bit will have its individual effect in later operations. In this
case, we will have to go for another DPA iteration. We will use the information
available from the just recovered unknown to calculate the θplane, and add it
to D. In this iteration, we will select the first two operations of θ2, for having
unknown variables (secret key-bits) and elements of D (θplane-bits) at their in-
puts. By mounting DPA against the selected operations, the complete secret key
should be recovered. Note that, we cannot skip the θ1 operation and directly
attack θ2, as every θ2 operation involves two columns of the state, which greatly
increases the search space.

The third example is yet more complicated (see Fig. 5, right). Similar to
the previous example, we assume that there are two key-bits in every column.
However, we assume that the θplane-bits required in the second DPA iteration
are also unknown. Although this scenario is only possible if the key and message
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bits are interleaved in the input block, it shows that certain key-configurations
may require targeting operations that are deep in the algorithm. In this case,
the first DPA iteration will be similar to the previous example, and the θplane
should be partially recovered. The partially recovered θplane will be added to D.
We will trace the Keccak-function passing through ρ and π, where the location
of bits within the state will be mixed. Finally, the χ operation will be selected,
targeted and the unknown should be recovered. The recovered unknown can be
used to trace-back the Keccak-function to calculate the original key.

The analysis of these MAC-Keccak examples shows several interesting
findings:

– A cryptographic algorithm can be designed in such a way that builds a
hierarchical dependency structure between different key-bytes. Attacking one
key-byte depends on the successful recovery of another key-byte.

– The order of attacking the internal operations should respect the consecutive
dependency between different key-bytes.

– The probability of achieving a successful attack is affected by the number of
dependant DPA iterations.

– The order of attacking internal operations and the number of DPA iterations
in the attack depends on the key-length and the location of the key-bytes
(key configurations) within the input block.

– Key configurations can be selected to maximize the effort required to mount
a successful attack, which will be the focus of our future work.

4 Case Studies

The selected target operations depend heavily on the location of key-bits within
the state. Hence, it becomes important to visualize the relative locations of key-
bits and message-bits within the state. We assume a state-size of b = 1600 bit,
arranged in a 5∗5∗64 array, and an input block size of r = 1088 bit. As the state
fills bottom-up, the new input block will first fill the lower three planes (P([0 : 2])
in Fig. 2), followed by the first two lanes of the fourth plane (L([0 : 1], 3)). We
assume a key-length less than the Rate; i.e. the first input block will contain
key-bits prepended on the message-bits. The key-bits will be in the lower planes
of the state while the message-bits will be in the middle planes. Since this is the
first hash block of the chain, the upper planes will contain zeros.

While there is no current standard for the key-length of MAC-Keccak, we
present detailed analysis of three cases with different key-lengths; starting from
768 bits and adding 128 bits (or two Keccak lanes) in each case. The results
of attacking these cases are highlighted in the following section. The results of
two other cases, namely (Key-length = 832 and 960), are also presented without
detailed analysis as they follow the same attack methodology.

The reasoning behind our choice of long key-lengths is that it gives the MAC-
Keccak implementation higher resistance against DPA. Typically, the attack
complexity increases linearly with the key-length where a separate attack is re-
quired for every key-byte. However, the complexity of attacking MAC-Keccak
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Fig. 6. The DPA of Key-length = 768 bits

increases faster than linear with the key-length due to the consecutive depen-
dency between different key-bytes. This behavior is validated by the results pre-
sented in the following section. Also, long key-lengths are not uncommon in the
cryptographic community. They have been practically used in the applications
of RSA [3].

The analysis of shorter key-lengths (128, 256 and up to 320 bits) is trivial
and can be solved by only one DPA iteration (the easiest case in Section 3). The
studied key-lengths are chosen to highlight the dependency of attack complexity
on key-length, where every case requires a new DPA iteration. The proportional
reduction of the amount of message-bits in each case will make the DPA increas-
ingly harder. We considered cases where the key fills complete lanes, hence the
Z index is always Z = [0 : 63] however, the analysis can be applied to any other
key-length.

4.1 Key-Length = 768 Bits

The key-length is chosen so that the input message-length = 320 bits, the size
of one plane of the state. There will be a single message bit in every column.
Fig. 6 shows the position of the key-bits, message-bits and zeros using shaded,
dotted and white squares respectively.

This case study is similar to the second example discussed in the previous
section (Fig. 5, middle). The attack involves the following steps:

– Add all the input message-bits to the set D.
– Select and target the output of θ1 XOR operations between the key-bits and

message-bits: θ1([0 : 1], 2, Z) and θ1([2 : 4], 1, Z).
– Recover the parity of the key-bits in every column.
– Calculate the θplane, and add it to D.
– Select and target the output of θ2 XOR operations between every key-bit and

the corresponding θplane-bits: θ2([0 : 1], [0 : 2], Z) and θ2([2 : 4], [0 : 1], Z).
– This should recover the required key-bits.

This attack required two DPA iterations.
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Fig. 7. Data-dependent bits of key-length=1024 bits, before and after π step

4.2 Key-Length = 896 Bits

The key-length is chosen such that the input message-length = 192 bits. Here,
both sheets S(2) and S(3) have no message-bits. This case study is more difficult
than the previous one. The all-unknown sheets will lead to all unknown lanes in
the θplane. These unknown lanes of θplane will require more effort in the attack.

Our attack will follow the following steps:

– Add all the input message-bits to the set D.
– Select and target the output of θ1 XOR operations between key-bits and

message-bits in sheets S([0, 1, 4]): θ1([0 : 1], 2, Z) and θ1(4, 1, Z).
– Recover the parity of the key-bits in each column of those sheets.
– Calculate the partially recovered θplane, and add it to D.
– Select and target the output of θ2 XOR operations of the message-bits of

the neighboring sheets S([1, 4]): θ2(1, 3, Z) and θ2(4, 2, Z).
– Recover the two missing lanes of θplane (L([2, 3], 0)).
– Add the recovered lanes to D.
– Select and target the output of θ2 XOR operations between every key-bit

and the corresponding θplane-bits: θ2([0 : 3], [0 : 2], Z) and θ2(4, [0 : 1], Z).
– This should recover the required key-bits.

The attack in this case required three DPA iterations.

4.3 Key-Length = 1024 Bits

The length of the input message is 64 bits, only one lane (L(1, 3)) with 4 all-
unknown sheets S([0, 2, 3, 4]). The attack in this case will logically be in these
steps: recover the Keccak state after θ step, apply the mapping of ρ and π steps
as shown in Fig. 7, and recover the key using the χ step.

The exact attack will be as follows:

– Add the input message-bits to the set D.
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– Select and target the output of θ1 XOR operations between key-bits and
message-bits in sheet S(1): θ1(1, 2, Z).

– Recover the parity of the key-bits in each column of that sheet.
– Calculate the partially recovered lane of θplane, and add it to D.
– Select and target the output of θ2 XOR operations of the message-bits of

that sheet S(1): θ2(1, 3, Z).
– Recover the data-dependent variables of lane L(1, 3)of the state after θ.
– Also in the same DPA iteration, select and target the output of θ2 XOR

operations of all the key-bits of sheets S([0, 2]): θ2([0, 2], [0 : 4], Z).
– Recover the data-dependent variables of sheets S([0, 2])of the state after θ.
– Add the recovered data-dependent variables to D.
– Select and target the output of χ operations between an unknown variable

and two elements of D: χ(0, 0, Z), χ(1, 1, Z), χ(3, 1, Z), χ(4, 2, Z), χ(1, 3, Z),
χ(3, 4, Z).

– Recover the targeted unknown variables, and add them to D.
– Select and target the output of χ operations between an unknown variable,

one elements of D, and one just recovered unknown: χ(1, 0, Z), χ(4, 0, Z),
χ(0, 2, Z), χ(3, 2, Z), χ(0, 3, Z), χ(2, 3, Z), χ(2, 4, Z), χ(4, 4, Z)

– This should recover all the rest of unknown variables.

The recovered state can be used to trace-back the Keccak-function to retrieve
the original key, or it can be used directly to forge a MAC digest by inserting
the recovered state directly in the χ step. The attack in this case required four
DPA iterations.

5 Practical Results

The experimental evaluation of our analysis was conducted on the reference
software code of Keccak [1] running on 32-bit Microblaze processor [2] built on
top of a Xilinx Spartan-3e FPGA. We used a Tektronix MIDO4104-3 oscilloscope
with a CT-2 current probe to capture the instantaneous current of the FPGA
core as an indication of the power consumption. To reduce the measurement
noise, the processor was programmed to execute the same hashing operation 16
times, while the oscilloscope calculates the average of them. Figure 8 shows one
recorded trace indicating all the steps of the Keccak-function.

The attack was conducted using the Correlation Power Analysis [9] with Ham-
ming Weight power model. The power model was built using an 8-bit key guess
at a time. This choice was motivated to reduce the algorithmic noise (because
it is a 32-bit processor, where the processing of the remaining 24 bits will be
considered noise) at a practical search space (256 different key guesses).

The results of attacking MAC-Keccak with key-lengths = (768, 896 and 1024),
as discussed in the previous section, are shown in Fig. 9. The figure also shows
the results of attacking two other cases; key-lengths = (832 and 960), that were
analyzed using the same approach. The figure shows the success rate of each
case study as a function of the number of traces used in the analysis, where the
success rate is the percentage of key-bytes that have been recovered successfully.
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Fig. 8. A power trace of MAC-Keccak

Fig. 9. Success rate of different case studies

The consecutive dependency between different key-bytes in MAC-Keccak af-
fects the success rate of the attack as follows. Assuming that a single DPA is
successful with probability p. The key-bytes recovered in the first DPA iteration
will have probability of success p. Key-bytes of the second DPA iteration will be
successful only if all the involved key-bytes of the previous iteration were recov-
ered successfully and the second iterations itself was successful. Assuming that
the number of previously recovered and involved key-bytes is n, the probability
of success in the second DPA iteration will be p(n+1). Similarly, the probability
of success of the third and forth DPA iterations will drop very quickly depending
on the number of previous, involved key-bytes. As a result, the complexity of a
complete DPA attack on MAC-Keccak increases faster than linear by increasing
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the levels of consecutive dependency, which is reflected by the number of DPA
iterations required. This behavior can be seen in the results by comparing the
success rate of the studied cases at a fixed number of traces, as shown by the
vertical line in the figure.

There is another remark in the figure, where the success rate of each case
builds up very quickly in the first 10,000 traces, then in a slower way through the
remaining traces. The reason of this behavior is that key-bytes are recovered with
different probability of success within the same case. The key-bytes recovered in
the first DPA iteration will build the success rate quickly, while those recovered
in later iterations will build the success rate in a slower and flatter way.

6 Conclusion and Future Work

In this paper, we demonstrated the challenge of selecting the proper target opera-
tion in MAC-Keccak with variable key-length. We used a systematic approach to
increase the number of known intermediate variables by attacking the unknown
variables in a hierarchical way. We studied in full details several, practically-
difficult, case studies of MAC-Keccak. The attack was validated by a practi-
cal attack against the reference software code running on a 32-bit Microblaze
processor.

Our work has interesting implications. We plan to search for the best possible
location of key-bits in an input block, in order to maximize the effort for the
attacker. We believe the concept of hierarchical dependency of unknowns also
has value for the design and implementation of other cryptographic algorithms
that offer this flexibility.
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A Systematic Analysis for DPA of MAC-Keccak

The systematic approach used in the paper to identify the required target oper-
ations is composed of the following steps:

1. Add all the message bytes to the set D.
2. Calculate all the data-dependent variables that depend on the available

information.
3. Add these new calculated variables to the set D.
4. Select the operations that process an element of D and a constant unknown.
5. Target the output of these operations with DPA to recover the unknown.
6. If the recovered unknown is enough to recover the required key, finish.

Else,
- Repeat from Step 2 using the information that became available from the
just recovered unknown.

MAC-Keccak can be viewed as a Directed Acyclic Graph, where vertices (V)
represent the internal operations and edges (E) represent inputs and intermedi-
ate variables. The vertices are numbered similar to the order of executing the
operations within the algorithm. The pseudo-code of the systematic approach is
shown as follows, where the output is the correct value of all the edges, including
the required secret key.

We used the following data objects:

– Flag[e]: C for constant edges, D for unknown data-dependent edges, SetD
for known data-dependent edges.

– Init[e]: The initial values of Flag[e]; C for key-bytes, SetD for message
bytes, D for all the rest.
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– Required[v]: The set of operations that need to be targeted to recover the
full key.

– e.Eval(): A function to evaluate the value of edge e.
– v.DPA(): A function to apply DPA on the output of vertex v.

The code consists of three phases. The initialization phase flags the initial
values of the edges. The exploration phase flags the constant edges with C and
marks the set of target internal operations. The attack phase performs a greedy
search for new target operations and mounts DPA attacks against them.

Algorithm 1. Systematic Analysis for DPA of MAC-Keccak

Require: Graph G(V,E)
Require: Init[E]

� Initialization Phase: step 1
Flag[E] = Init[E];

� Exploration Phase
for each vertex v in V do

if all Flag[v.input] == C then
Flag[v.output] = C;

end if
if any Flag[v.input] == C & (any Flag[v.input] == D or SetD) then

Required[v] = 1;
else

Required[v] = 0;
end if

end for
� Attack Phase:

while any Required == 1 do
for each vertex v in V do

if all Flag[v.input] == SetD then
v.output.Eval(); � step 2
Flag[v.output] = SetD; � step 3

end if
end for
for each vertex v in V do

if any Flag[v.input] == C & any Flag[v.input] == SetD) then � step 4
v.DPA(); � step 5
Flag[v.input] == SetD;
Required[v] = 0; � step 6

end if
end for

end while
return Value of all E
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