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Abstract

Many Field-Programmable Gate Array (FPGA) based systems uti-
lize third-party intellectual property (IP) in their development. When
they are deployed in non-networked environments, the question raises
how this IP can be protected against non-authorized use. We de-
scribe an offline authentication scheme for IP modules. The scheme
implements mutual authentication of the IP modules and the hard-
ware platform, and enables us to provide authentication and integrity
assurances to both the system developer and IP provider. Compared
to the Trusted Computing Platform’s approach to hardware, software
authentication, our solution is more lightweight and tightly integrates
with existing FPGA security features. We are able to demonstrate an
implementation of the authentication scheme that requires a symmet-
ric cipher and a Physically Unclonable Function (PUF). In addition to
the low hardware requirements, our implementation does not require
any on-chip, non-volatile storage.

1 Introduction

The latest generation of Field Programmable Gate Arrays (FPGAs) can
accommodate complex systems containing embedded hardware and soft-
ware. While they are often used in a constrained, non-networked environ-
ment, their configuration presents a valuable piece of intellectual property
that merits protection. Our contribution is an offline mutual authentication
scheme for both the hardware and software configuration of a reconfigurable
platform. The mutual authentication involves the FPGA chip manufactur-
ers, who provide a standard security module in each of their FPGAs, and
the IP providers, who commit to an identity for each release of their soft-
ware. An FPGA system developer combines chips and IP components in
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Figure 1: Parties involved in modern FPGA design

their product. Using the hardware identity provided by the chip manufac-
turers and software identity committed to by the IP providers, they are
able to construct a product where hardware and software components can
authenticate each other.

In this section, we briefly review the roles that the chip manufacturers, IP
providers, and system developers play in the authentication scheme, along
with what it means to have a software or hardware identity. Also discussed
is the meaning of software in an FPGA and the role it plays in modern
FPGA design.

1.1 Securing Intellectual Property in Modern FPGA Design

The rapidly increasing design capacity of FPGA’s enables more complex
and bigger designs than ever before. Many current models of FPGAs not
only support traditional hardware design, but also have the ability to run
embedded software. The software in an FPGA executes in either an em-
bedded hardcore processor like the PowerPC, or in a softcore [1] that is
synthesized with the rest of the hardware design. These software modules
are often developed and distributed by third party IP Providers. While de-
sign protection in FPGAs has been available for some time in the form of
configuration encryption [2], this technique is ineffective to protect third-
party intellectual property and software modules. We point out two key
issues.



The first issue is that IP-methodologies require additional authentica-
tion. As shown in Figure 1, system developers design their product with
a plug-and-play methodology in which they adopt third-party intellectual-
property components (IP) for integration onto a chip. This IP can possibly
come from multiple vendors in the case of so-called System-on-Chip de-
sign (SoC). The result is an intriguing multi-level authentication problem.
At one level, system developers would like to authenticate the IP they are
running (Figure 1, A), and at another level the IP providers would like to
authenticate the system into which they are integrated (Figure 1, B). In
this paper, we will specifically consider the integration of software IPs onto
an FPGA platform, but is understood that the need for authentication in
IP-methodologies is generic.

The second issue is that current FPGA security mechanisms have a lim-
ited scope, focused on the hardware configuration. Bitstream encryption [3]
for example will enforce bitstream privacy and integrity, but it will not pro-
tect the software running on the processors configured in the FPGA. In the
case of third-party IP, and specifically in the case of software IPs, additional
protection mechanisms are required.

We present a solution to the above to problems, in the form of a protocol
and an architectural extension for FPGA-based design. We also demonstrate
a sample implementation and report on the complexity and performance of
this implementation.

The system setup that we are considering for our protocol development
is shown in Figure 2. A hardware platform, designed by a System Devel-
oper, will be configured into an FPGA. The System Developer will also use
third-party software IPs that execute on top of the platform. The System
Developer can apply bitstream encryption to protect the hardware config-
uration in the FPGA, but an additional hardware-software authentication
mechanism is needed to protect the software IPs.

The outline of this paper is as follows. In Section 2 we describe the
protocol for enrolling the hardware and software identities in the authenti-
cation scheme. Then, in Section 3 we discuss the protocol for distributing
mutually authenticated IP to system developers. After discussing the au-
thentication protocol in Sections 2 and 3, we analyze the security properties
in Section 4. Finally, a low-cost implementation of the offline, hardware,
software authentication scheme is presented in Section 5.
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2 Enrollment Protocol

The enrollment phase involves three parties: the chip manufacturers, IP
providers and a trusted third-party that is used to store and communicate
identity information among the participants. As shown in Figure 3, the
enrollment phase is composed of two communication channels. One channel
is used by the chip manufacturer to communicate hardware identities to the
trusted third-party, and the other channel is used by the IP provider to
communicate software identities. The definition of hardware and software
identities is given in the following sections.

2.1 Hardware Enrollment

In this phase, the manufacturer would like to distribute FPGAs that have the
ability to securely run third party IP. To enable their customers to securely
run third party IP, the FPGA manufacturers implement a standard security
module in each chip. This security module contains two distinct hardware
blocks:

1. PUF - Used for hardware authentication and key generation
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2. Block Cipher - Used for symmetric encryption and software authenti-
cation

The PUF is a device that maps inputs (challenges) to outputs (re-
sponses). The mapping from a challenge to a response is determined by
the physical properties of the chip it is implemented in. Therefore, an iden-
tical PUF circuit implemented on two different chips will result in different
responses for the same challenge. Several implementations for PUFs have
been reported in literature [4, 5].

After building their FPGAs, the manufacturer enrolls them in the au-
thentication scheme by sending each chip’s identification information to the
trusted third party. The identity is composed of two data items:

HW# : Public, unique 128-bit value that identifies the chip
CRP : Private list of challenge, response pairs produced by the chip

To communicate the identity for each chip, the manufacturer opens an
authenticated and secure link to the trusted third party (over SSL, SSH,
etc.). Over the authenticated and secure link, the manufacturer sends:

—_—
Manufacturer — TTP : HW#,CRP

2.2 Software/IP Enrollment

The enrollment of IP providers in the authentication scheme allows system
developers to verify the integrity and authenticity of the software they are
running. The identification information the IP provider sends to the trusted
third party is composed of two data items:



1P+ : Public, unique 128-bit value that identifies the name and version of
the intellectual property

Hash(SW,1P#) : Public hash of the IP# and software that the IP is com-
posed of

Like the chip manufacturer, the IP provider opens a secure and authen-
ticated link to the trusted third party. For each version or release of their
software, the IP provider sends:

IPP — TTP : IP# , Hash(SW, IP#)

Since the IP Provider only has to commit to a hash of their IP, they
don’t have to trust the third party with the actual software. Also, the IP
provider doesn’t have to make any changes to their development process to
enroll in the authentication scheme. They simply commit to a version and
hash for each software release. There is no need to embed watermarks [6],
or any other identification information in their software.

3 Authenticated IP Request and Distribution

Once the system developer has purchased FPGAs that have been enrolled in
the authentication scheme, the developer can request authenticated IP from
the trusted third party. The request and distribution of an authenticated
hardware, software configuration requires four messages per IP module. The
first three messages, involving the trusted third-party, form the online phase
of the protocol. The fourth message does not require the trusted third-party
and forms the offline phase of the protocol.

The messages of the online phase are exchanged over a standard secure,
and authenticated link.

First, some definitions of the symbols used in the protocol:

Nonce : Number used once, a unique token used to ensure the freshness of
a message

Cltp, Ritp ¢ Challenge, response pair used by the trusted third party to com-
municate the IP authentication and integrity data to the system de-
veloper

R;, : Response used by the IP provider to encrypt and package their soft-
ware for the target hardware platform
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Cip + Challenge that the target hardware can use to generate the R;, used
to encrypt the software.

3.1 Request and Distribution Messages

ON-LINE:
(1) SYS — TTP : IP#,HW#, Nonce
(2) TTP — SYS : IP#, HWH#,Cup, {IP#,Hash (SW,1P#),Cip, Nonce}Rttp
(3) TTP — IPP : IP#,HW#,Nonce, R;,
OFF-LINE:
(4) IPP  — SYS . IP#, HW#,{length, Nonce, SW}g,,

3.2 Messages Explained

As shown in Figure 4, the request and distribution of an authenticated
hardware, software configuration requires four messages between the system
developer, trusted third-party and the IP provider.

1. Message #1 is the system developer IP request to the trusted third-
party



2. Message #2 is sent by the trusted third-party to the system developer.
The message is encrypted using a CRP that the security module can
generate and use to decrypt the message. The message contains the
requested IP’s identity and integrity information. Also contained in
this message is the challenge that can be used by the security module
to generate the response used by the IP provider to encrypt their
software.

3. Message #3 is the trusted third party forwarding the system devel-
oper’s request for IP to the IP provider. This message contains the
response that the IP provider will use as the key to encrypt their
software.

After message #3, the trusted third-party is no longer involved in
the mutual authentication, and the protocol becomes off-line. At this
point, the IP provider can now securely package their software for a
unique hardware identity. While this package could be sent over the
network, it could also be in the form of a ROM chip that is given to
the system developer.

4. Once the system developer has received message #4 from the IP
provider, this data can be merged with authentication information
contained in message #2. At this point, the system developer has the
following information:

(a) Cup, {IP#,Hash (SW,I1P#),Cp, Nonce}Rttp
(b) {length, Nonce, SW }g,,

Part (a) of the message contains the necessary information to validate
the authenticity and integrity of the software, and the software is as-
sured that only the target hardware can decrypt the IP contained in
part (b). Since the security module is the only one that can generate
the required responses to decrypt the data, the merged message can
then be saved in insecure store by the system developer. This IP con-
taining message can then be validated, loaded, and run by the offline
FPGA indefinitely.

4 Analysis

The protocol is secure against cheating attempts by either the system de-
veloper, or IP provider.



e Since the response from the TTP in message #2 is encrypted with a
random response, only the developer who possesses the target hard-
ware with a valid security module, will be able to decrypt the message.
Also, in order to create a fake encrypted portion of the message, the
attacker needs to know the mapping from Cyy, to Ry, which is in-
feasible due to the properties of the PUF. Invalid messages in this
step can be detected when the plaintext I P# doesn’t match the I P#
contained in the encrypted portion of the message.

e There are two hurdles an attacker must overcome to tamper with the
software received by the system developer in Message #4. The first
hurdle is that the attacker must not only know the Cf, the TTP sent
in Message #2, but also the mapping from C;, to R;,. In addition, any
modifications to the data will be detected when the Hash(SW, IP#)
doesn’t match the expected data, or the Nonces don’t agree.

5 Results

The security module for the reconfigurable platform was developed on a
Xilinx Spartan-3 FPGA. The security module block diagram is presented
in Figure 5. The authenticated IP is stored in an off-chip memory module
and loaded into the FPGA on power-up. The security module’s Protocol
Controller is responsible for detecting the presence of authenticated IP on
the input lines and coordinating the load of authenticated IP. The transfer
from the external store into the security module is done over an 8-bit bus,
with full-handshaking. Once the data is inside the security module, all data
is passed over a shared 128-bit bus between the Protocol Controller, AES
module and the PUF. All processing is done in a fully parallel manner, such
that the AES block, PUF and IO can overlap execution. Therefore, after
one IP block has completed authentication and is being loaded into FPGA
for execution, another can be undergoing authentication, while the next IP
block is simultaneously being loaded into the security module.

Whether the security module is loading authenticated IP or generating
CRPs is determined by a leading opcode. Currently the opcode is one byte,
with two predefined opcodes. One opcode is used to instruct the security
module to generate a CRP, while the other causes IP to be loaded through
the security module. Therefore, authenticated IP is stored in the following
three-part format:

1. Opcodejpaq
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2. Cup, {IP#,Hash (SW,I1P#),Cip, Nonce}Rttp
3. {length, Nonce, SW}r,,

An important note is that the authentication scheme is not limited to
loading a single authenticated IP module. The FPGA can load an arbitrary
number of IP components through the security module. Even while running,
the system can be configured to load new IP modules, or to swap old ones
out of the system.

Generating a CRP only requires a single input byte:

1. Opcodecrp

The system was designed and simulated using the the GEZEL language
and environment [7]. In addition to decrypting incoming IP modules, the
AES cipher is also used to compute hashes as in Cohen’s AES-hash NIST
proposal [8]. We have not yet built a PUF implementation, but have simu-
lated its behavior using another AES block with a fixed key.

Since GEZEL is a cycle-based hardware description language, most of
the work and simulation was completed before translating the GEZEL code
to VHDL. The translation from GEZEL to VHDL was done by the £dlvhd
tool provided by the GEZEL environment. After translation, the VHDL
was synthesized and mapped to a Spartan-3 FPGA using Xilinx’s toolchain.
The results are summarized in Table 1.
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Table 1: Security Module Synthesis

Component ‘ HW  # Slices Speed
Protocol Controller (Input) Spartan-3 169 202 MHz
Protocol Controller (Output) | Spartan-3 142 187 MHz
AES Spartan-3 2046 124 MHz
Simulated PUF Spartan-3 2025 124 MHz

As expected, the hardware requirements are dominated by the AES and
simulated PUF. The important note though, is the low complexity and re-
quirements of the Protocol Controller. Couple this protocol model with some
of literature’s low cost symmetric cipher and PUF implementations and this
offline mutual authentication scheme not only fills a needed security gap in
modern FPGA design, but is also low cost.

5.1 Related Work

While AES was chosen as the symmetric cipher, and a simulated PUF was
used, it’s important to note that our offline hardware, software authenti-
cation scheme only requires a single symmetric cipher, and a single PUF.
This is in contrast to the Trusted Computing Group’s (TCG) authentica-
tion scheme that requires the following components be implemented in their
trusted platform module (TPM) [9, 10]:

Non-volatile storage for storing various keys and authorization data
True random-bit generator for key and nonce generation

Sha-1 Engine for computing signatures

RSA Key Generation for at least a 2048-bit modulus

RSA Engine for digital signatures and encryption/decryption

Compared to the recommended components for the TPM, our security
module is more practical to implement as a standard module in FPGAs.
Also, the TPM requirement for secure on-chip non-volatile storage isn’t
likely to be met by current reconfigurable platforms.

In [11] the authors present a solution to the shortcomings of the TCG
specifications with regards to sealed data. Our work is orthogonal to [11]
because their focus is primarily on data that has been sealed to a particu-
lar TPM. This results in a different problem domain because the data we
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are protecting is not unique. While sealed documents and data that an
individual produces on their TPM containing computer can be unique and
irreplaceable, the protected software delivered to our security module is nei-
ther unique nor irreplaceable. Instead, the software is able to duplicated by
the IP provider on demand. Therefore, when switching to a new FPGA the
system developer can simply ask the IP provider for a copy of their software
to run on the new FPGA chip. The software itself doesn’t have to be ex-
ported in a secure way because it can be duplicated by the IP provider. If
our authentication scheme was to be extended to protecting not only hard-
ware and software, but also unique data, the ideas from [11] would be good
addition for managing the secure data.

Other relevant work was done in [12] where the authors implemented
a secure and cost-optimized verson of a TPM for hand-held devices. The
work describes an architecture to cleanly implement the Trusted Computing
Group specifications [9] in a hand-held context. By focusing on the ability
to implement the TCG specifications though, this implementation has the
same requirements as a standard TPM. A notable exception to the standard
TPM implementation is that the authors discuss the possibility of using a
PUF based system to avoid the need for onchip non-volatile memory to store
secrets. Other relevant work that our security module could benefit from is
in the [12] authors work on secure debugging interfaces and methods.

6 Conclusions

The use of intellectual-property components in FPGA-based design leads
to new and particular security requirements. The protection of the config-
uration bitstream itself is insufficient to cope with multiple IP originators,
and moreover it does not offer adequate guarantees with respect to IP pro-
tection. Our results show that a protocol can be designed that offers the
required protection while meeting the constraints of a small embedded and
offline implementation. We don’t require a major modification of the de-
sign process. In fact, our protocol can be made backward compatible with
existing approaches for downloading FPGA bitstreams.

We believe that our scheme is applicable to situations outside of FPGA
design, and we are presently investigating its use in the context of other
implementation technologies, as well as in the context of different forms of
IP, including data and hardware IP blocks.
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