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Four essential security services

• Access Authorization

• Key Exchange

• Data Confidentiality

• Data Authentication

Security Services
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Standard Crypto Algorithms
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How to build Crypto for Things?
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Long Lifetime

Low Footprint

Low Latency

Low Energy

New Attack Models



• Brute Force Security

• Computational Security

• Implementation Security

What is secure Information Security?
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Algorithm AES-128 SHA2, SHA3 ECC, RSA ECDH, DH

Brute Force Security implied through key-length under Von Neumann computing
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Computational Security
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Current algorithms trusted, but IoT constraints require innovation

Lightweight Cryptography: Jointly Optimize {Security, Performance, Area}
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Current algorithms trusted, but IoT constraints require innovation

Published Proposals since 2005

Lightweight
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Hardly any choice ?

Brute Force Security
Computational Security
Implementation Security



Public-Key Crypto in Constrained Environment
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Precomputed Security
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EH Operation without precomputing
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EH Operation with precomputing
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Energy-Driven Computing
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Implementation Security
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• IoT Security builds on comprehensive solutions for
• Brute-force Security

• Computational Security

• Implementation Security

• Plenty of hard problems remain
• Public-key cryptography in Energy/resource-constrained context

• Composable Countermeasures (Timing, Power, Faults, ..)

• Design Correctness, Implementation Correctness, Operation Correctness

Conclusions
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Thank you for your attention!

Patrick Schaumont
schaum@vt.edu


